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In the Age of Data Breach and Cyber Threat: A call for expanding corporate criminal liability
Working Paper
1. Introduction

The extent of the data breach problem
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“Today’s record fine acts as a warning to others that cyber security is not an IT issue, it is a boardroom issue.
Companies must be diligent and vigilant. They must do this not only because they have a duty under law, but

becanse they have a duty to their customers.”

The ICO’s comments ate a reminder to companies that data protection should be taken sgigmsly. And
there is a case for this not just because of the potentially grave consequences of a mass datagigggach, but

in the light of increased public concern about the safety of data and the need for any successFlibusi

to hold pubhc trust.
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everything within their power to secure personal data.’ Failing to comply with the GDPR could result in
a maximum penalty of 20 million euros or 4% of the company’s worldwide turnover. With the UK out
of the EU in two years’ time, the long-term effect of the GDPR is uncertain. The ICO has called for the
UK to adopt this new EU data protection legislation, despite the inevitability of Brexit.” Initially the UK
will be bound by the GDPR automatically, but after the date on which Brexit takes effect ifygih depend
on the negotiated relationship with the EU whether the GDPR will remain to apply. Eithcipsgly, if it is
to maintain business with the EU, the UK will have to give serious thought to ensugfi@lits data
Protectlon leglslatlon accords with the GDPR.
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Data leakage is not a new phenomenon. We tend to identify personal data with the digital environment
of computers and cyber security, but in fact it comprises all kinds of recorded information. For example,
a lawsuit file brought into court could contain personal data, as does an old-fashioned card index box at
a clinic. However, the introduction of computers and especially the availability of connecting networks,
have added a new dimension to data protection. It is nowadays even more important ggggafeguard
personal information, because it could potentially be accessed from all corners of thegagvorld by

sophisticated hackers, something recently recognised by the British Business Federation Autl
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on their senior members’ priority lists, but further research revealed that just 51% had taken the
recommended steps to identify the digital risks they face, only 29% have formal written cyber security
policies in place and a mere 10% have official incident management plans.'” The numbers are surprising
when it is considered that 24% had detected at least one cyber security breach or attack during the past

year. The bigger the firm, the higher the chance they got targeted, with a percentage of Gfgbreaches

among the largest firms."” The report further revealed that companies seemed to underesti
security risks they face. Those in the financial sector considered that they were more likely t€
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2. Current corporate liability position with regard to data breaches in the UK

Sections 55 and 61 of the Data Protection Act 1998

The Data Protection Act 1998 (DPA) was passed to control the use of personal information by the

government, organisations and businesses. Section 1 of the DPA defines personal data as gggecorded

information about a living individual, who can be identified by that data. In this respectg
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guilty of the same offence as the company. To hold corporations responsible for DPA offences a
different path needs to be followed.

Corporations do not have a mind in the way individuals do, and the presence of a mind is normally

necessaty to be prove knowledge, intent or negligence. Law in general provides for differemgggehniques

to attribute criminal liability to companies nonetheless. In the UK corporate liability couldyigg
through the so-called identification theory, which means that in absence of a real mind the ¢
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“With so much concern abont the security of data, it is more important than ever that the courts have at their

disposal more effective deterrent penalties than just fines. People who break the criminal law by trading in other

people’s personal information need to know that they will be severely punished and could even go to prison.”™*

The ICO took this stance after the Isleworth Crown Court sentenced in the case of R v NNg@ m early

2016. Ms Nagra, who worked as an administrative assistant of a car rental company, s
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cases the directors were prosecuted as well, one of which for the section 61 offence of having been

involved in the company’s wrongdoing.”

Sections 17 and 47 DPA comprise comparatively minor offences, which is demonstrated by the low

fines imposed. In 12 of the 16 corporate cases the organisation got away with a penaltyjgfigess than

£650. The other four penalties were between /£1,250 and £5,000. The ICO also has

enforce monetary penalties of up to £500,000. Since the coming into force of this provisiQibin 2010
~until 10 March 2017 120 cases where settled with a fine, about half of them rela O (§
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3. Efficiency of the current provisions of the Data Protection Act 1998

A choice between criminal and regulatory justice?

Data leakage is not always a result of companies not willing to safeguard people’s personal data —

arguably, often it is also due lack of knowledge or the underestimation of the risks thejpgpgporation
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However, is strengthening the criminal law in the area of data breach the answer? As Horder observes,
criminal law by means of prosecution in courts should only be applied in cases of “Zhe most serious
wrongdoing or for the persistent flonting of the law”. Less serious misconduct and “%he accidental or careless creation of
a threat thereof” are often better off dealt with in a different way, such as by imposing civil fines or licence
restrictions.” In other words, these cases might benefit from a regulatory approach. Both gy ms have
their advantages and disadvantages. Some features of the criminal justice path are thad§ § often
expensive to bring proceedings, takes time and requires a higher standard of proof. Not nding
i
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introduce a custodial sentence (...). The aim is not to send more people to prison, but to discourage all who might be

tempted to engage in this unlawful trade, whether as buyers or suppliers.””’

The report’s call for additional penalties resulted in a series of patliamentary debates on the possibility of

ha public
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Justice Leveson concluded that the legal framework “puts unnecessary and inappropriate barriers in the way of
regulatory law enforcement and the protection of victims’ rights” and recommended, amongst others, to give effect
to section 77 CJIA as soon as possible.” Despite repeated calls for action, to date the matter is still under

. . 33
consideration.

The missing element
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reasons, in a data breach case it can be difficult to establish that the ‘directing mind’ possessed the

necessary mens rea to fulfil the requirements of the section 55 offence.”
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4. Introducing data protection into the ‘failure to prevent’ framework

Recent developments

The above begs the question: should the corporate liability framework in the DPA be reformed? In
recent years, the UK has slowly moved away from the ‘identification theotry’ of corpoggigjicriminal

liability and towards a risk-based model. The template for this is the Bribery Act 2010 whig}

7, prov1des that a commercial organisation will be guilty of a criminal offence if it “fails|
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an economic crime. A lucrative market exists for unlawfully obtained personal data, and the sale of
personal information can be extremely profitable. One example is a case in which employees were
making £70,000 a year on top of their regular income by selling customer’s data to other companies.*®
Further, a data breach can fundamentally disrupt business and, depending on scale, the economy. To

categorise data breach separately to economic crime misunderstands its consequences.

The benefits of introducing a ‘failure to prevent’ offence into the DPA
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the much needed cultural change among the top levels of commercial organisations. It will increase
awareness that the unlawful disclosure of personal information should be a top priority among

corporations, especially in today’s digital world.

All this is not to say that all companies who fail to prevent data breach should be readily prigggguted. As

with the bribery model, there should be the possibility of deferred prosecution agreementSgdy eferred

prosecution agreement can be settled between a prosecutor and a company under the supgiagion of a
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provides a very effective incentive for legal persons to adopt adequate corporate compliance measnres and internal controls”. "

This is an encouraging remark, suggesting that the creation of a new corporate offence in the DPA
modelled on that in the Bribery Act 2010 could incentivise corporations to take a more proactive stance
towards personal data protection.
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Perpetrator or victim?

There is one final concern to address. As the very recent coordinated cyber attack on public and private
organisations shows, companies are victims of data breach. Unlawful disclosure of data causes a
company significant harm. While bribery and other economic crimes, if undetected, often benefit a
company, data leakage is very likely to have the opposite effect. Rival businesses might waligoff with
important knowledge, companies could face reputational damage, data breaches could resulgzangfinancial
losses and compromised customers. Is it right then to expose a company to criminal liabi

i prevent a data breach when the company itself is also fundamentally harmed?
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5. Conclusion

The purpose of this paper is to generate debate on whether corporate criminal liability should be
expanded in the context of data breaches. Ultimately, it calls for consideration of a new corporate

criminal offence of failing to prevent a data breach. Such an offence could be introduced ifitg the DPA

uld be
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available which would require companies to remedy their processes. Ultimately, an approacl s
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or otherwise in a standalone Act. Like the bribery model, deferred prosecution agreemef
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